Signalling, Network-level Design and
Security for ISAC

Christos Masouros, Fellow IEEE

Professor of Wireless Communications and Signal Processing
Dept. of Electronic & Electrical Engineering

University College London

c.masouros@ucl.ac.uk

ISLANDS


mailto:c.masouros@ucl.ac.uk

Overall

UCL - Dept. EEE Overview L

DISCOVER

.TOPUNIVERSITIES RANKINGS

= s I uc

© London,United Kingdom

. TOPUNIVERSITIES RANKINGS DISCOVER

o IOCE

© London,United Kingdom

F. Liu, Y. Liu, A. Li, C. Masouros, Y. Eldar, “Cramér-Rao Bound Optimization for Joint
Radar-Communication Design”, IEEE Trans. Sig. Proc., vol. 70, pp. 240-253, 2022, doi:
10.1109/TSP.2021.3135692. The 2024 IEEE SPS Best Paper Award

F. Liu, C. Masouros, H. Griffiths, A. Petropulu, L. Hanzo “Joint Radar and Communication
Design: Applications, State-of-the-art, and the Road Ahead”, IEEE Trans Comms, vol. 68,
no. 6, pp. 3834-3862, June 2020, The 2023 IEEE ComSoc Stephen O. Rice Prize

F. Liu, L. Zhou, C. Masouros, A. Li, W. Luo, and A. Petropulu "Toward Dual-functional
Radar-Communication Systems: Optimal Waveform Design" IEEE Transactions on Signal
Processing, August 15, 2018, The 2021 IEEE SPS Young Author Best Paper Award

C. Masouros and G. Zheng, “Power Efficient Downlink Beamforming Optimization by
Exploiting Interference”, IEEE GlobeCom2015, best paper award in Signal Processing
for Communications (SPC) symposium

EEE Research Groups

* Information and Communications
Engineering
< 9 academic staff,
% 2 senior research staff,
25 research associates
~50 PhD students,
~£15M current grants

3

*

X/
‘0

L)

3

*

«  Electronic Materials and Devices

*  Optical Networks

*  Photonics

« Sensors, Systems and Computers

Reports

Published: 25 June 2024

Top 10 Emerging Technologies of
A WORLD

ECONOMIC
Integrated sensing FORUM

and communication
Building next-generation
networkswith digitalf&wareness




Research Projects

- Q ISLANDS
3 MSCA DOCTORAL NETWORK

Call: HORIZON-MSCA-2022-DN-01
GA Number: 101120544

Project dates: Jan 2024 — Dec 2027
Value: €2.7m

B ccousican

Call: 6G JU-SNS Phase 2

GA Number: 101139176

Project dates: Jan 2024 — Dec 2026
Value: €4.3m

SAFEROUTE-6G

Call: Celtic-Next

GA Number: C2023/2-14

Project dates: Oct 2024 - Sep 2027
Value: €9.3m

o
c

Y

|

Integrated Sensing and
Communications (ISAC)

|gh L

((( ))) Power Comp exi

DUAL

TR.ANSIVIISSION

Access F'omt ? m

Radar

-

DUAL-FUNCTIONAL
ACCESS POINT

Eﬁg

Communication

_  SelfInformation

>~ through the UL

Refiectio

Target

Target

ity
Sensing

? g~  Distributed ISAC

| RSU-based tracking |

Collision area Pedestrian intrusion
monitoring detection

Wireless-Optical Synchronisation

=5

&l 114 LA

[ [ e — | | a Clock
J |ire ' -

cha  Cha Clock

—{_ o} ! Optical spectrum DS

mea | TTTTTTTTTIT
|| R Cha Clock

T o1 O

i
=, | omctseamus

Other Projects

Revol6G: ISAC through AFDM  Value: £500k
ConSent: non-coherent ISAC  Value: €230m
NetISAC: network-level ISAC Value: €230m
ICON: ISAC Value: £Im



Dual-functional Radar-Communication

Signal Design
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ISAC Geometric Constellation Shaping

Minimum Euclidean distance vs. Ranging MSE Design

(P.2) v_,-based joint optimization for RF

(P.1) u,-based joint optimization for MF

minimize p s+ (A —p) (—dmin) minimize p-v_,+ (1 —p) (—dpnin)
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Constellation Shaping - Measurement Results

Sensing Range profiles w/ Matched Filtering  Comms Throughput = log, M - (1 — BLER) - (N—
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ISAC precoding
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F. Liu, L. Zhou, C. Masouros, A. Li, W. Luo, and A. Petropulu, "Toward dual-functional radar-communication systems: Optimal
waveform design," IEEE Trans. Signal Process., vol. 66, no. 16, pp. 4264—4279, Aug 2018.

T. Xu, F Liu, C. Masouros, I. Darwazeh, “An Experimental Proof of Concept for Integrated sensing and Communications
Waveform Design”, IEEE Open Journal of ComSoc, vol. 3, pp. 1643-1655, 2022



Dual-functional Radar-Communication

Network Level Design



Network-level ISAC: Coordination vs Cooperation

Coordination and Interference Nulling Cooperative Sensing — Cooperative Comms
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K. Meng, C. Masouros, et al., “Network-Level Integrated Sensing and Communication: Interference Management and BS
Coordination Using Stochastic Geometry,” IEEE Trans. Wireless Comms, vol. 23, no. 12, pp. 19365-19381, Dec. 2024

K. Meng, C. Masouros, A. Petropulu, L. Hanzo., “Cooperative ISAC Networks: Performance Analysis, Scaling Laws and
Optimization,” IEEE Trans. Wireless Comms, vol. 24, no. 2, pp. 877-892, Feb. 2025



Antenna Topologies

Massive MIMO or Cell-Free?

TOF-based target localization AOA-based
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K. Meng, K. Han, C. Masouros, A. Petropulu, L. Hanzo, “Network-Level ISAC: An Analytical Study of Antenna Topologies
Ranging from Massive to Cell-Free MIMO” IEEE Trans Wireless Comms. vol. 24, no. 12, Dec. 2025



Network Level ISAC

Synchronisation



Distributed ISAC (D-ISAC) - Synchronization Matters

Noncoherent D-ISAC vs. Coherent D-ISAC
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K. Han, K. Meng, C. Masouros, “Signaling Design for Non-Coherent Distributed Integrated Sensing and Communication
Systems” IEEE Trans. Comms., /in press



Synchronisation through environment Anchors

The cross-multipath cross-correlation (CMCC) synchronization
» Basic idea: find an ID of a specific environment - fingerprint spectrum

» Using the fingerprint spectrum as a reference in synchronization
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X. Y. Wang, S. Yang, J. Zhang, C. Masouros, and P. Zhang, “Clutter suppression, time-frequency synchronization, and sensing
parameter association in asynchronous perceptive vehicular networks,” IEEE JSAC, vol.42, no. 10, April. 2024.



Non-coherent D-ISAC with Self-Sync: Super-Resolution #
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K. Han, K. Meng, C. Masouros, “Over-the-Air Time and Frequency Synchronization for
Communications” IEEE Trans Wireless Comm, under review

- Two monostatic links of N;, N,
compensate imperfect sync.

- Localization accuracy vs.
comm. SNIR performance
good for all sync approaches

CC: Spectral cross-correlation

SOE: Super-resolution Offset Estimation
MLE: Maximum likelihood

MP: Matrix pencil

Only N; monostatic link cannot
compensate imperfect sync.

1 synchronization error —
| Localization accuracy

Sync approach matters

Distributed Integrated Sensing and



Dual-functional Radar-Communication

Subject to Security threats?



Secure DFRC Transmission o

Unique Sensing Performance vs Security Trade-offs
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Z. Wei, F. Liu, C. Masouros, N. Su, A. Petropulu, “Towards Multi-Functional 6G Wireless Networks: Integrating Sensing, Communication and
Security” IEEE Comms Mag., vol. 60, no. 4, pp. 65-71, April 2022



Secure DFRC Transmission — An Artificial Noise Design

N = 18 antennas, K = 4 legitimate users, one target — LU SNR y;, = 10dB.
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N. Su, F. Liu, C. Masouros, “Secure Radar-Communication Systems with Malicious Targets: Integrating Radar, Communications
and Jamming Functionalities”, IEEE Trans. Wireless Comms., vol. 20, no. 1, pp. 83-95, Jan. 2021



Secure DFRC Communication

Exploiting Subcarrier Interference



Spectrally Efficient FDM i

a = 0.9, QPSK, N=6, K=2
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SEFDM: Controllable interference, that can be removed at Rx

T. Xu, C. Masouros, |. Darwazeh “Design and Prototyping of Hybrid Analog Digital Multiuser MIMO Beamforming for Non-
Orthogonal Signals”, IEEE loT Journal, vol. 7, no. 3, pp. 1872-1883, March 2020



Non-orthogonal FDM for security

Multiuser MIMO
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T. Xu, Y. Ye, C. Masouros, “Signal Waveform Design for Resilient Integrated Sensing and Communications” IEEE CSNDSP 2024



Secure Dual-functional Radar-Communication

Exploiting Constructive / Destructive
Interference



Key Concept: Exploitation of green interference power .« SRR
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Early Works:
C. Masouros and E. Alsusa, "A Novel Transmitter-Based Selective-Precoding Technique for
DS/CDMA systems", IEEE Signal Processing letters, vol. 14, no. 9, pp. 637-640, Sept. 2007

C. Masouros, “Correlation Rotation Linear Precoding for MIMO Broadcast Communications", IEEE
Trans. on Sig. Proc., vol 59, issue 1, pp. 252-262, Jan 2011

C. Masouros, T. Ratnarajah, M. Sellathurai, C. Papadias, A. Shukla, “Known Interference in Wireless
Communications: A Limiting factor or a Potential Source of Green Signal Power?", IEEE Comms.
Mag., vol. 51, no. 10, pp. 162-171, Oct. 2013

C. Masouros, M. Sellathurai, T. Ratnarajah, “Interference Optimization for Transmit Power Reduction
in Tomlinson-Harashima Precoded MIMO Downlinks”, IEEE Trans. Sig. Proc., vol. 60, no. 5, pp.
2470-2481, May 2012

C. Masouros, M. Sellathurai, T. Ratnarajah, “Vector Perturbation Based on Symbol Scaling for
Limited Feedback MIMO Downlinks”, IEEE Trans. Sig. Proc., vol. 62, no. 3, pp. 562-571, Feb.1, 2014



Constructive Interference for M-PSK

Constructive Interference:
1. A =2V ag = Re(y;), a; = Im(¥;)

T
2. laj| £ (ag —y)tanéd QZM;V: I; Ny

C. Masouros and G. Zheng, “Exploiting Known Interference as Green Signal Power for Downlink Beamforming Optimization”, IEEE
Trans. Sig. Proc., vol.63, no.14, pp.3668-3680, July, 2015

A. Li, et. al, “A Tutorial on Interference Exploitation via Symbol-Level Precoding: Overview, State-of-the-Art and Future Directions”,
IEEE Comms. Surveys and tutorials., vol. 22, no. 2, pp. 796-839, 2020



Exploiting Interference for Secure DFRC
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N. Su, F. Liu, Z. Wei, Y. Liu, C. Masouros, “Secure Dual-Functional Radar-Communication Transmission: Exploiting Interference for
Resilience Against Target Eavesdropping”, IEEE Trans. Wireless Comms. vol. 21, no. 9, pp. 7238-7252, Sept. 2022



Results h

N =10 antennas, K = 5 legitimate users, one target. Radar beampattern
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N. Su, F. Liu, Z. Wei, Y. Liu, C. Masouros, “Secure Dual-Functional Radar-Communication Transmission: Exploiting Interference for
Resilience Against Target Eavesdropping”, IEEE Trans. Wireless Comms. vol. 21, no. 9, pp. 7238-7252, Sept. 2022



Sensing Security

Eve-Aware Approach



Mutual information gap maximization (without artificial noise) #

X = WS (W: beamforming matrix; S: symbol matrix)

Mutual information with perfectly known reference signal
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J. Zou, C. Masouros, F. Liu, S. Sun, “Securing the Sensing Functionality in ISAC Networks: An Artificial Noise Design”, IEEE
Trans. Veh. Tech., vol. 73, no. 11, pp. 17800-17805, Nov. 2024



Simulation results th
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Sensing Security : exploiting clutter
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