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Dual-functional Radar-Communication

Signal Design



Sensing with Data Payloads – Constellations Matter
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ISAC Geometric Constellation Shaping

Minimum Euclidean distance vs. Ranging MSE Design
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Constellation Shaping - Measurement Results

Comms Throughput = log2 𝑀 ∙ 1 − BLER ∙
𝑁𝑠

𝑇𝑠𝑦𝑚+𝑇𝑐𝑝
 Sensing Range profiles w/ Matched Filtering

S & C trade-off (MF) S & C trade-off (RF)



ISAC precoding

F. Liu, L. Zhou, C. Masouros, A. Li, W. Luo, and A. Petropulu, "Toward dual-functional radar-communication systems: Optimal 
waveform design," IEEE Trans. Signal Process., vol. 66, no. 16, pp. 4264–4279, Aug 2018.

T. Xu, F. Liu, C. Masouros, I. Darwazeh, “An Experimental Proof of Concept for Integrated sensing and Communications 
Waveform Design”, IEEE Open Journal of ComSoc, vol. 3, pp. 1643-1655, 2022

    



Dual-functional Radar-Communication

Network Level Design



Network-level ISAC: Coordination vs Cooperation

K. Meng, C. Masouros, et al., “Network-Level Integrated Sensing and Communication: Interference Management and BS 
Coordination Using Stochastic Geometry,” IEEE Trans. Wireless Comms, vol. 23, no. 12, pp. 19365-19381, Dec. 2024

K. Meng, C. Masouros, A. Petropulu, L. Hanzo., “Cooperative ISAC Networks: Performance Analysis, Scaling Laws and 
Optimization,” IEEE Trans. Wireless Comms, vol. 24, no. 2, pp. 877-892, Feb. 2025

Coordination and Interference Nulling Cooperative Sensing – Cooperative Comms



Antenna Topologies

Massive MIMO or Cell-Free?

K. Meng, K. Han, C. Masouros, A. Petropulu, L. Hanzo, “Network-Level ISAC: An Analytical Study of Antenna Topologies 
Ranging from Massive to Cell-Free MIMO” IEEE Trans Wireless Comms. vol. 24, no. 12, Dec. 2025

Cell-FreeMassive MIMO

• TOF-based and hybrid localization → Cell-Free

• Load closest antennas with high power

• AoA-based localization → semi-distributed

• Use antenna array gain to establish high 

power



Network Level ISAC

Synchronisation



Distributed ISAC (D-ISAC)  - Synchronization Matters

Noncoherent D-ISAC vs. Coherent D-ISAC

Coherent 

comm. gain
Coherent 

sensing gain

Velocity ambiguity Range ambiguity

Constellation in 

asynchronous 

communication 

systems

K. Han, K. Meng, C. Masouros, “Signaling Design for Non-Coherent Distributed Integrated Sensing and Communication 
Systems” IEEE Trans. Comms., in press



The cross-multipath cross-correlation (CMCC) synchronization 

➢ Basic idea: find an ID of a specific environment - fingerprint spectrum

➢ Using the fingerprint spectrum as a reference in synchronization

delay-Doppler spectrum of CSI

Environment

Synchronisation through environment Anchors

X. Y. Wang, S. Yang, J. Zhang, C. Masouros, and P. Zhang, “Clutter suppression, time-frequency synchronization, and sensing 
parameter association in asynchronous perceptive vehicular networks,” IEEE JSAC, vol.42, no. 10, April. 2024.



Non-coherent D-ISAC with Self-Sync: Super-Resolution

𝑵𝟏 𝑵𝟐

Target

TO variance: 𝜎∆𝛿𝑡
= 10 𝑛𝑠, 

Target SNR = 0 dB

1) Centralized target localization (𝑵𝟏 + 𝑵𝟐 processing)

2) Decentralized target localization (only 𝑵𝟏 processing)

TO variance: 𝜎∆𝛿𝑡
= 10 𝑛𝑠, 

Target SNR = 0 dB

- Two monostatic links of 𝑁1, 𝑁2 
compensate imperfect sync. 

- Localization accuracy vs. 
comm. SNIR performance 
good for all sync approaches

𝑵𝟏 𝑵𝟐

Target

- Only 𝑁1 monostatic link cannot 
compensate imperfect sync.

- ↑ synchronization error →        
↓ Localization accuracy

- Sync approach matters

CC: Spectral cross-correlation 
SOE: Super-resolution Offset Estimation 
MLE: Maximum likelihood 
MP: Matrix pencil

K. Han, K. Meng, C. Masouros, “Over-the-Air Time and Frequency Synchronization for Distributed Integrated Sensing and 
Communications” IEEE Trans Wireless Comm, under review



Dual-functional Radar-Communication

Subject to Security threats?



Unique Sensing Performance vs Security Trade-offs

Secure DFRC Transmission

Target
(Eve)

Legitimate user 1
(Bob 1)

Legitimate user 2
(Bob 2)

Legitimate user K
(Bob K)

DFRC BS (Alice)

Location uncertainty 
interval

Power towards the direction 
of target

Useful signal power (SINR) 
towards the target

SINR towards the users

Z. Wei, F. Liu, C. Masouros, N. Su, A. Petropulu, “Towards Multi-Functional 6G Wireless Networks: Integrating Sensing, Communication and 
Security” IEEE Comms Mag., vol. 60, no. 4, pp. 65-71, April 2022

SINRE

SCNRRadar

SINRLUOpportunity: Exploit Sensing 
functionality to obtain knowledge of Eve 

• Direction

• Channel

• SINRE Apply PHY Sec approaches

• Secure BF

• AN, Jamming

• Cooperative Security

• …



N = 18 antennas, K = 4 legitimate users, one target – LU SNR 𝛾𝑏 = 10dB.

N. Su, F. Liu, C. Masouros, “Secure Radar-Communication Systems with Malicious Targets: Integrating Radar, Communications 
and Jamming Functionalities”, IEEE Trans. Wireless Comms., vol. 20, no. 1, pp. 83-95, Jan. 2021
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Secure DFRC Transmission – An Artificial Noise Design



Secure DFRC Communication

Exploiting Subcarrier Interference



Spectrally Efficient FDM 

T. Xu, C. Masouros, I. Darwazeh “Design and Prototyping of Hybrid Analog Digital Multiuser MIMO Beamforming for Non-

Orthogonal Signals”, IEEE IoT Journal, vol. 7, no. 3, pp. 1872-1883, March 2020

Compression factor 𝑎 = Δ𝑓 ∙ 𝑇
OFDM

SEFDM

SEFDM: Controllable interference, that can be removed at Rx

𝑎 = 0.9, QPSK, Nt=6, K=2



Non-orthogonal FDM for security

T. Xu, Y. Ye, C. Masouros, “Signal Waveform Design for Resilient Integrated Sensing and Communications”  IEEE CSNDSP 2024

Compression factor 𝑎 = Δ𝑓 ∙ 𝑇

ISAC trade-off for SEFDM

Security by SEFDM: 

• Controllable interference, 

removable at legitimate Rx

• Non-resolvable at Eve



Secure Dual-functional Radar-Communication

Exploiting Constructive / Destructive 
Interference



Constructive Interference Precoding
Key Concept: Exploitation of green interference power
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PSK constellations and constructive – destructive 

interference sectors

Early Works:

C. Masouros and E. Alsusa, "A Novel Transmitter-Based Selective-Precoding Technique for 

DS/CDMA systems", IEEE Signal Processing letters, vol. 14, no. 9, pp. 637-640, Sept. 2007

C. Masouros, “Correlation Rotation Linear Precoding for MIMO Broadcast Communications", IEEE 

Trans. on Sig. Proc., vol 59, issue 1, pp. 252-262, Jan 2011

C. Masouros, T. Ratnarajah, M. Sellathurai, C. Papadias, A. Shukla, “Known Interference in Wireless 

Communications: A Limiting factor or a Potential Source of Green Signal Power?", IEEE Comms. 

Mag., vol. 51, no. 10, pp. 162-171, Oct. 2013

C. Masouros, M. Sellathurai, T. Ratnarajah, “Interference Optimization for Transmit Power Reduction 

in Tomlinson-Harashima Precoded MIMO Downlinks”, IEEE Trans. Sig. Proc., vol. 60, no. 5, pp. 

2470-2481, May 2012

C. Masouros, M. Sellathurai, T. Ratnarajah, “Vector Perturbation Based on Symbol Scaling for 

Limited Feedback MIMO Downlinks”, IEEE Trans. Sig. Proc., vol. 62, no. 3, pp. 562-571, Feb.1, 2014

Up to 10x Power Reduction

QAM
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Constructive Interference for M-PSK

ො𝑦𝑖 = 𝑦𝑖𝑏𝑖
∗

Constructive Interference:

1.

2. 𝛼𝐼 ≤ 𝛼𝑅 − 𝛾 tan 𝜃
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C. Masouros and G. Zheng, “Exploiting Known Interference as Green Signal Power for Downlink Beamforming Optimization”, IEEE 
Trans. Sig. Proc., vol.63, no.14, pp.3668-3680, July, 2015

A. Li, et. al, “A Tutorial on Interference Exploitation via Symbol-Level Precoding: Overview, State-of-the-Art and Future Directions”, 
IEEE Comms. Surveys and tutorials., vol. 22, no. 2, pp. 796-839, 2020



Target
(Eve)

Legitimate user 1
(Bob 1)

Legitimate user 2
(Bob 2)

Legitimate user K
(Bob K)

DFRC BS (Alice)

Radar SNR

Constructive interference 

to users

Destructive interference 

to target (Eve)

N. Su, F. Liu, Z. Wei, Y. Liu, C. Masouros, “Secure Dual-Functional Radar-Communication Transmission: Exploiting Interference for 
Resilience Against Target Eavesdropping”, IEEE Trans. Wireless Comms. vol. 21, no. 9, pp. 7238-7252, Sept. 2022

Exploiting Interference for Secure DFRC



Signal Constellations at users / target

Radar beampatternN = 10 antennas, K = 5 legitimate users, one target.

Results

SER at users / target

QPSK

(CI)

Constructive interference Constructive - Destructive interference

N. Su, F. Liu, Z. Wei, Y. Liu, C. Masouros, “Secure Dual-Functional Radar-Communication Transmission: Exploiting Interference for 
Resilience Against Target Eavesdropping”, IEEE Trans. Wireless Comms. vol. 21, no. 9, pp. 7238-7252, Sept. 2022



Sensing Security

Eve-Aware Approach



Mutual information gap maximization (without artificial noise)

𝐗 = 𝐖𝐒 (𝐖: beamforming matrix; 𝐒: symbol matrix)

J. Zou, C. Masouros, F. Liu, S. Sun, “Securing the Sensing Functionality in ISAC Networks: An Artificial Noise Design”, IEEE 

Trans. Veh. Tech., vol. 73, no. 11, pp. 17800-17805, Nov. 2024

Mutual information with perfectly known reference signal

Legitimate receiver:

Eavesdropper:

𝚲𝑟 , 𝑷𝑖 ←  𝐸𝑖𝑔𝑒𝑛𝑑𝑒𝑐𝑜𝑚𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛 𝑜𝑓 𝑹ℎ𝑟

𝚲𝑒 , 𝑸𝑖 ←  𝐸𝑖𝑔𝑒𝑛𝑑𝑒𝑐𝑜𝑚𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛 𝑜𝑓 𝑹ℎ𝑒



Simulation results

Nt: 6, SNRcom= 28dB, K=3, 1 target Nt: 6, Pt= 30dBm, K=3, 1 target

Baseline: maximize MI
of legitimate receiver

• MI Gap increases with secure sensing transmission

• Trade-off between Secure Sensing vs Comms performance

7dB 19dB



Sensing Security

Eve-Agnostic Approaches



True 

target

Artificial (ghost) 

targets

Target

Artificial sidelobes

Sensing Security: Ambiguity Function ‘engineering’

K. Han, C. Masouros, “methods and apparatus for preventing unauthorized sensing”, patent filed 

K. Han, K. Meng, C. Masouros, “Sensing-Secure ISAC: Ambiguity Function Engineering for Impairing Unauthorized Sensing” 

IEEE Trans Wireless Comm, vol. 25, pp. 5386-5400, 2026



OFDM Data Payload based Secure Sensing

Sensing Security vs Comms trade-off

• RMSE Gap increases with PSL level

• RMSE Gap increases with #artificial peaks in AF

• Trade-off between Secure Sensing vs Comms performance

ЄPSL: AF peak sidelobe level

Sensing Security

𝐿: #artificial peaks in AF

K. Han, C. Masouros, “methods and apparatus for preventing unauthorized sensing”, patent filed 

K. Han, K. Meng, C. Masouros, “Sensing-Secure ISAC: Ambiguity Function Engineering for Impairing Unauthorized Sensing” 

IEEE Trans Wireless Comm, vol. 25, pp. 5386-5400, 2026



Experimental Setup

Measured range profile (Alice) Eve

TargetClutter

Target

artificial peaks

Original
w/o security

(BER = 0.0012)

𝚫𝑷𝑺𝑳 = −𝟒. 𝟓 𝐝𝐁
(BER = 0.0714)

𝚫𝑷𝑺𝑳 = −𝟏 𝐝𝐁
(BER = 0.3197)

K. Han, C. Masouros, “methods and apparatus for preventing unauthorized sensing”, patent filed 

K. Han, K. Meng, C. Masouros, “Sensing-Secure ISAC: Ambiguity Function Engineering for Impairing Unauthorized Sensing” 

IEEE Trans Wireless Comm, vol. 25, pp. 5386-5400, 2026

Sensing Security

Communications



Secure Sensing

Exploiting Clutter



Capon 

Spectrum

Sensing Security : exploiting clutter

Sensing Dominant Sensing-secure

Flexible Transmit Beampattern 

J. Chen, C. Masouros, “Sensing security in integrated sensing and communication system”, patent filed 

J. Chen, X. Lei, K. Meng, K. Han, Y. Zhang, C. Masouros, A. Petropulu, “Sensing Security in Near-Field ISAC: Exploiting Scatterers for 
Eavesdropper Deception”, IEEE Trans. Signal Process., under review.

ISAC BS

Sensory Eve

Target

Bob
Alice

Range/AoA 

Deception

Scatterer

Scatterer



Sensing Security in ISAC Systems

3

6

• Alice can remove known scatterers

• Significant mis-detection can be achieved when Eve cannot recognize targets from 

scatterers in both angle and range estimations.

Angle RMSE and RCRB Range RMSE and RCRB

J. Chen, C. Masouros, “Sensing security in integrated sensing and communication system”, patent filed 

J. Chen, X. Lei, K. Meng, K. Han, Y. Zhang, C. Masouros, A. Petropulu, “Sensing Security in Near-Field ISAC: Exploiting Scatterers for 
Eavesdropper Deception”, IEEE Trans. Signal Process., under review.
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