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Background

• Wireless Security Challenge: The broadcast nature of wireless
propagation exposes information to unauthorized receivers.

• Physical Layer Security (PLS): Utilizes characteristics of the
wireless medium (e.g., fading, noise, spatial diversity) to secure
transmission, complementing or replacing cryptographic methods.

• Directional Modulation (DM): Embeds data into the spatial
domain—legitimate receivers observe undistorted constellations,
while eavesdroppers see scrambled signals1.

• Compared to secrecy-rate optimization or artificial noise injection,
DM offers cost-effective and energy-efficient secure
transmission2.

1Tao et al. 2024.
2Su et al. 2022.
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Time-Modulated IRS

• Time-Modulated Arrays (TMA): Uses single-RF-chain with
high-speed switches to periodically activate/deactivate antennas,
generating harmonic-based scrambling in OFDM systems3.

• TMA enables DM without multiple RF chains or channel
knowledge but suffers from power loss due to deactivated
elements.

• Intelligent Reflecting Surface (IRS): Passive metasurface with
programmable phase shifts for beamforming4.

• Time-Modulated IRS (TM-IRS): Introduces time modulation
to IRS elements to achieve 3D directional modulation and
compensate for TMA power loss5.

3Ding et al. 2019.
4Yurduseven et al. 2020.
5Xu and Petropulu 2024.
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Research Gap and Our Contribution

• Limitations of Prior TM-IRS Designs:
- Rely on rule-based, closed-form TM-IRS parameter selection that
guarantees undistorted reception in one direction only.

- Do not scale to multi-user scenarios.

• Our Approach:
- Not rule-based, supports multiple users, provides diverse,
high-performing TM-IRS configurations.

- Formulate TM-IRS parameter selection as a deterministic
Markov Decision Process (MDP).

- Employ a Generative Flow Network (GFlowNet)6 to learn a
stochastic policy that samples TM-IRS parameter sets with
probability proportional to their sum-rate reward.

6Bengio et al. 2023.
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System Setup
TM-IRS

…

Legitimate Users

Obstacle

GFlowNet

Controller

Eavesdropper

Q

I

Q

I

…1 2 NN-1

ULA

…

Distorted Constellation

• TM-IRS: Mx ×Mz reflecting elements, each controlled by a
high-speed switch Umn(t) and a programmable phase shifter cmn.

• Assumptions: (i) the transmitter knows the location of the
legitimate user, but does not know the location of the
eavesdropper; (ii) the channels of both the legitimate user and the
eavesdropper are assumed to be known.
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Time Modulation at the IRS

• OFDM Transmit Signal with K subcarriers:

e(t) =
1√
K

K−1∑
k=0

d(k)ej2π(fc+kfs)t, 0 ≤ t < Ts

• Each IRS element periodically switches between “on” and “off”
states by a periodic function Umn(t):
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• Express via Fourier series — generating harmonics at multiples of
subcarrier spacing fs:

Umn(t) =

∞∑
l=−∞

ej2πlfst∆τmn sinc(lπ∆τmn)e
−jlπ(2τomn+∆τmn)

9 / 28



Time Modulation at the IRS

• Define the far-field array factor of the (m,n)-th IRS element as

amn(θ, ϕ) = e−jπ(m sin θ cosϕ+n sin θ sinϕ)

• The received signal on subcarrier i, at direction (θ, ϕ) after
demodulation:

yi(θ, ϕ) =
√

N/K

K−1∑
k=0

d(k)V (i− k,Ωmn, θ, ϕ) + zi

• The mixing coefficients (scrambling factor) are:

V (l,Ωmn, θ, ϕ) =

Mx−1∑
m=0

Mz−1∑
n=0

amn(θT , ϕT )cmnamn(θ, ϕ)

×∆τmnsinc(lπ∆τmn)e
−jlπ(2τomn+∆τmn),

where Ωmn = {cmn,∆τmn, τ
o
mn} represents the TM-IRS

parameter configuration.
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Optimization Objective

• Vj ≜ V (j,Ωmn, θc, ϕc) for j ̸= 0 can be treated as interference.

• For u-th user (U legitimate users in total) at (θc, ϕc), SINR and
achievable sum-rate can be defined as:

SINRi =
η|V0|2

η
∑

j ̸=0|Vj |2 + σ2
, η = N/K

Ctotal =

U∑
u=1

K−1∑
i=0

log2(1 + SINRi)

Optimization objective: maximize the total achievable sum rate while
imposing a phase constraint for each legitimate user

max
Ωmn

Ctotal s.t. | arg(V0)u| ≤ ξu, ∀u
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Overview of the Proposed Method

• Optimization challenge:
- Nonlinear and nonconvex optimization
- Intractability of closed-form solutions

• Idea: Discretize TM-IRS parameters ⇒ Formulate TM-IRS
parameter selection as a deterministic Markov Decision Process
(MDP) problem ⇒ Leverage a flow-based GenAI method to
sample high-reward configurations efficiently.

• GFlowNet:
• Uses the flow-matching principle to ensure consistency between

forward and backward transitions.
• Samples configurations proportionally to their reward (effective

sum rate).
• Learns a stochastic policy that generates diverse high-quality

solutions instead of a single optimum.
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MDP Formulation

• Each IRS element (m,n) has three parameters:

Ωmn = {cmn, τ
o
mn,∆τmn}

∠cmn ∈ [0, 2π), τ omn,∆τmn ∈ [0, 1)

• Discretization:

cmn ∈ {ej0, ej2π/Q1 , . . . , ej2π(Q1−1)/Q1},
τ omn ∈ {0, 1/Q2, . . . , (Q2 − 1)/Q2},

∆τmn ∈ {0, 1/Q3, . . . , (Q3 − 1)/Q3}.

• Flow matching: Fin = R+ Fout

An example of the GFlowNet-based TM-IRS parameter selection,
where two parameters are optimized, each with three discrete
values.
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MDP Formulation
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Intermediate State: partial assignment of TM-IRS parameters; Action:
choosing one value for an unassigned parameter; Terminal state: complete
configuration of all IRS parameters; Trajectory: a sequence of actions from
the root (initial) state to a terminal state.
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Learning via GFlowNet

• Objective: Learn a stochastic policy that samples TM-IRS
configurations Ω with probability proportional to their reward
R(Ω).

• Reward–Effective sum rate:

R = Ctotal

U∏
u=1

H(ξu − | arg(V0)u|)

where H(·) is the Heaviside function enforcing phase constraints
and ξu is is a modulation-specific threshold.

• Training:
• GFlowNet models forward/backward flows using neural networks.
• Trained with the Trajectory Balance (TB) loss:

LTB(τ) =
(
ln

Zw

∏
t PF (st|st−1)

R(x)
∏

t PB(st−1|st)

)2

• After training offline, the GFlowNet is deployed online to sample
high-reward Ω.
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Learning via GFlowNet
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An illustration of the GFlowNet-based TM-IRS design framework.
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Simulation Setup

• System parameters:

- IRS with Mx = Mz = 6 reflecting elements; ULA transmitter with
N = 8 antennas.

- K = 16 OFDM subcarriers; QPSK modulation.
- SNR = 0 dB; path loss normalized to 1 for simplicity.

• Discretization: Q1 = 16, Q2 = Q3 = 8

• GFlowNet architecture:

- Feedforward neural network with three hidden layers (256 neurons
each).

- Trained offline on 9× 105 trajectories using an Apple M3 Max chip
(36 GB RAM); learning rate 10−2 → 10−3.

• Symbol error rate (SER) is adopted as the performance metric.
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Training Performance
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• TB loss monotonically decreases, indicating flow-balance
convergence.

• Partition function lnZ stabilizes after ∼ 8× 105 episodes.
• Despite ∼ 1065 possible configurations, convergence achieved with
< 0.000001% of the search space.
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Single-User Directional Modulation

• Legitimate user located at (θc, ϕc) = (40◦, 30◦).

• Comparison: Rule-based vs. proposed GFlowNet-based design.

• Both methods achieve low SER in the desired direction.
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Spatial SER maps: (a) rule-based; (b) GFlowNet-based.
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Enhancing Security via Pattern Diversity

• GFlowNet naturally generates multiple high-reward TM-IRS
configurations.

• Switching among them introduces time-varying TM-IRS
patterns, increasing privacy.

• (a) Four sampled configurations applied sequentially (256 symbols
each); (b) averaged SER map shows reduced leakage in undesired
directions.

−75 −50 −25 0 25 50 75
θ

0.0

0.2

0.4

0.6

0.8

1.0

SE
R

SER-1
SER-2
SER-3
SER-4

(a)

−50 0 50
θ

−80

−60

−40

−20

0

20

40

60

80

ϕ

−40

−35

−30

−25

−20

−15

−10

−5

0

SE
R

(b)

22 / 28



Multi-User Scenario

• Two legitimate users: (40◦, 30◦) and (−40◦, 30◦).
• Constraint: | arg(V0)u| ≤ π/5 for both users.
• GFlowNet jointly optimizes TM and IRS phase parameters for
both directions.

• Achieves low SER in both legitimate directions while maintaining
high SER elsewhere.
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Conclusion

• Conventional rule-based TM-IRS designs are restricted to
single-user secure transmission.

• We have proposed a GFlowNet-based generative framework for
TM-IRS parameter optimization, modeling the discretized
parameter selection process as a deterministic MDP with learned
stochastic policies.

• The proposed method efficiently generates diverse, high-reward
TM-IRS configurations, achieving low SER for legitimate users
and strong scrambling in other directions.

• It enables scalable and AI-driven secure TM-IRS design, with
promising extensions to integrated sensing and communication
(ISAC) systems.
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Thank You!

Questions are welcome.

Email: zt118@scarletmail.rutgers.edu
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